
THE REGULATIONS THAT CONCERN US 
WHEN WE WORK FOR THE 
US GOVERNMENT:

There are many regulations that we 
must take into consideration when 
working with the US Government, 
however many times we are ignorant 
of our own rules of the game. However, 
OSPREY Technology Solutions gives us 
a summary of what we should be 
implementing within our network infra-
structure. 

First, let us talk about the fundamental 
security principles or principles that 
focus on three fundamental concepts:

Information Security is such a broad 
discipline that it is easy to get lost in a 
single area and lose perspective. 
Nevertheless, the classic definition of 
information security is brief and simple:  
‘Information security is the confidenti-
ality, integrity, and 
availability of information also referred 
as C-I-A triad or information security 
triad’

Confidentiality – Confidentiality 
addresses preserving restrictions on 
information Access and disclosure so 
that Access is limited to only authorized 
users and services
Integrity – Integrity addresses the 
concern that sensitive data has not 
been modified or deleted in an unau-
thorized and undetected manner.
Availability – Availability addresses 
ensuring timely and reliable access to 
and use of information.

REGULATIONS THAT WE MUST 
FOLLOW:

NIST 800-171: National Institute of 
Standards and Technology’s (NIST) 
Special Publication (SP) 800-171 out-
lines cybersecurity-related require-
ments government contractors. The 
U.S. Department of Defense (DOD) 
published a three-page interim rule to 
the Defense Federal Acquisition Regu-
lation Supplement (DFARS) that took 
effect for any contracts originating 
after December 31, 2017.
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These require-
ments protect the 

confidentiality of 
Controlled Unclassified 

Information (CUI) in 
non-federal systems and 

organizations. If you are a 
government contractor, failure to 

meet these requirements will result 
in the loss of your contracts.

The federal government is placing an 
ever-increasing emphasis on addressing 
cybersecurity threats. Any organization 
doing business with the federal 
government should expect these types 
of requirements to continue to evolve 
and intensify
 NIST 800-111: Valid encryption 
processes for data at rest.
 NIST 800-52: Valid encryption 
processes for data in motion.

SOME LAW RELATION THE
 INFORMATION SECURITY

 ISO/IEC 2700  It is used to 
manage risks and control the secu-
rity of information within an organi-
zation. One of the core principles of  
SO / IEC 27000 is to provide secure 
information.

HIPPA The considerations of the Law 
is to maintain security and privacy in 
the handling of health information to:
 • It guarantees the patient's 
privacy rights by delivering clear 
written explanations of how the 
provider could use and disclose their 
health information.
 • Ensure that written privacy 
procedures are adopted that include: 
who has access to protected 
information, how it is used within the 
covered entity, when the information 
will be disclosed.
 • Affirm that employees of the 
covered entity protect the privacy of 
health information.

Section 208 of the E-Government Act 
of 2002 - enacted to bring the Privacy 
Act into the digital age. Section 208 
ensures "sufficient protections for the 
privacy of personal information" in 
government information systems.

HOW OSPREY CAN HELP YOU?

THE MOST USER-FRIENDLY AND 
FLEXIBLE IRM APPLICATION ON THE 

MARKET

Keep your most confidential data safe 
wherever it is without affecting your 
employees’ productivity.

SealPath has an innovative documen-
tary protection solution that has the 
following benefits:

Benefits for the end user
Prevents data leakage
Control and visibility of 

critical corporate documents
Secure external collaboration

Reduce risks and legal liability
Efficient and user-friendly 

management


